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Oracle 1z0-1070-21 Exam Syllabus Topics:
TopicDetailsTopic 1- Understand and implement Security Zones and Security Advisor-  Identify the Cloud Security use cases,

challenges, and trendsTopic 2- Implement security monitoring and alerting-  Configure and manage Keys in OCI VaultTopic

3 - Describe key capabilities provided by Data Safe-  Configure and manage Secrets in OCI VaultTopic 4- Configure security

for Oracle Autonomous Database and DB Systems-  Discuss typical use cases for Cloud GuardTopic 5- Describe use case for

auditing and review OCI Audit Logs-  Secure connectivity of hybrid networks (Site-to-Site VPN, FastConnect)Topic 6-

Design a scalable authorization model with users, groups, and policies-  Configure Network Security Groups (NSGs) and

Security ListsTopic 7- Describe OCI Shared Security Responsibility Model-  Secure connectivity of virtual networks (DRG

v2, Peering)
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NEW QUESTION 14

Which Identity SOC Cloud Service supports auto-access to the configurations in dynamic application environments?

*  Oracle Orchestration Cloud Service

*  Oracle Configuration and Compliance Cloud Service

*  Oracle Identity Cloud Service

*  Oracle Log Analytics Cloud Service

NEW QUESTION 15

Which Oracle CASB Cloud Service feature could you use to quickly determine whether there is a concentration of security threats

that is originating from a specific geographic area?

*  Access Map

*  Key Security Indicators

*  Risk Events

*  Reports

NEW QUESTION 16

Which action to resolve a suspicious event that appears in Risk Events is NOT supported by Oracle CASB Cloud Service?

*  export the risk event to Splunk for further processing

*  export the risk event to LogRythm for further processing

*  create an incident and resolve it in Oracle CASB Cloud Service

*  create an incident in Oracle CASB Cloud Service and export it to ServiceNow for further processing

NEW QUESTION 17

Which Oracle Identity Security Operations Center (SOC) component detects SQL query anomalies for any database or application?

*  Oracle Security Monitoring and Analytics Cloud Service

*  OracleConfiguration and Compliance Cloud Service

*  Oracle CASB Cloud Service

*  Oracle Identity Cloud Service

NEW QUESTION 18

Which two steps are required to integrate Security Monitoring and Analytics Cloud Service with Identity Cloud Service?(Choose

two.)

*  In Security Monitoring and Analytics Cloud Service under Security Admin Select Identity Cloud Service, click Create Identity

Context Configuration and specify the grant type/Client ID/Client Secret/scope information collected from Identity Cloud Service.

*  Create a trusted application in Identity Cloud Service and collect the grant type/Client ID/Client Secret/scope for the application

created.

*  Create a Security Monitoring and Analytics Cloud Service Application in Identity Cloud Service and collect the grant type/Client

ID/Client Secret/scope for the application created.

*  In Security Monitoring and Analytics Cloud Service under Security Admin Select Identity Context, click Create Identity Context

Configuration and specify the grant type/Client ID/Client Secret/scope information collected from Identity Cloud Service.

NEW QUESTION 19

Which does Oracle CASB Cloud Service NOT support when you add an administrator?
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*  Allowing that administrator to view only policy alerts

*  Allowing that administrator to access all Oracle CASB Cloud Service functionality

*  Allowing that administrator to access only specified application instances

*  Allowing that administrator to access only limited Risk Events features

NEW QUESTION 20

Which key feature must be part of a modern Security Operations Center (SOC)?

*  System access life cycle management

*  Mobile Device Management along with adaptive access management

*  Integration with the business throughdashboards and reports by the implementation of Big Data and Machine Learning

Techniques

*  Automation and incident response orchestration

NEW QUESTION 21

Which three are the main goals of Oracle Identity Security Operations Center (SOC)Framework? (Choose three.)

*  fast and easy deployment of on-premises services through a centralized console

*  a single pane of glass to manage security threats across their on-premises and cloud environments

*  the ability to monitor heterogeneous environments

*  a suite of integrated solutions that work together, and not have to manage multiple solutions

*  the ability to integrate different services through open standards

NEW QUESTION 22

From the Oracle Management Cloud dashboard, you noticed a threat or suspicious browsing activity by a user to execute a brute

force attack against an application.

Which two remedial actions will happen implicitly to mitigate some risk? (Choose two.)

*  Multi-factor Authentication (MFA) is imposed

*  User added to suspicious data access watchlist

*  Application policy gets created

*  Host AV update enforced

NEW QUESTION 23

Which industry-standard benchmark engine needs to be configured with Oracle Configuration and Compliance Cloud Service?

*  General Data Protection Regulation (GDPR)

*  Secure Technical Implementation Guides(STIGs)

*  Open Vulnerability and Assessment Language (OVAL)

*  Security Content Automation Protocol (SCAP)

NEW QUESTION 24

Can you customizewhich of your identity providers appear on the Sign In page when users are accessing Oracle Identity Cloud

Service either locally or through a specific app?

*  No, because users should always sign in using their local authentication credentials.

*  Yes,by using identity provider policies.

*  Yes, by using sign-on policies.

*  No, because any identity provider that&#8217;s set to appear in the Sign In page will be displayed.
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NEW QUESTION 25

Which two steps are needed to integrate Oracle CASB Cloud Servicewith Oracle Identity Cloud Service?

(Choose two.)

*  In Oracle CASB Cloud Service navigate to Configuration and then to Identity Management providers.

Select Oracle Identity Cloud Service and specify the Instance name/Client ID/Client Secret and URL to the Provider.

*  Create an Oracle CASB Cloud Service application in Identity Cloud Service and collect the Client ID/Client Secret for the

application created.

*  Create a trusted application in Identity Cloud Service and collect the Client ID/Client Secretfor the application created.

*  In Oracle CASB Cloud Service navigate to Configuration and then to Identity Management providers.

Select Oracle Identity Cloud Service and specify the Client ID/Client Secret.

NEW QUESTION 26

Which option specifies the two major tasks involved in setting up most cloud applications to be monitored by Oracle CASB Cloud

Service?

*  defining reports for the application and importing users for the application into OracleCASB Cloud Service

*  creating policy alerts for the application and creating a tenant admin for the application in Oracle CASB Cloud Service

*  creating a special account in the application and registering the application in Oracle CASB Cloud Service

*  defining incidents to be monitored and risk events to be reported by Oracle CASB Cloud Service

NEW QUESTION 27

Which service can help you to detect Separation of Duties (SOD) violations in your cloud applications?

*  Oracle CASB Cloud Service

*  Oracle Log Analytics Cloud Service

*  Oracle Security Monitoring and Analytics CloudService

*  Oracle Configuration and Compliance Service

NEW QUESTION 28

Which three represent the different types of Identity SOC architectural models? (Choose three.)

*  Dedicated SOC

*  Privileged SOC

*  Fusion SOC

*  Shared SOC

*  Virtual SOC

NEW QUESTION 29

One of the required tasks for setting up Oracle Security Monitoring and Analytics is &#8220;Add Log Analytics entities&#8221;.

After updating a file that contains the entity definition that you want to add, which omcli command needs to be run?

*  <AGENT_BASE_DIR>/agent_inst/bin/omcli setproperty agent FILENAME

*  <AGENT_BASE_DIR>/agent_inst/bin/omcli register agent FILENAME

*  <AGENT_BASE_DIR>/omcli setproperty agent FILENAME

*  <AGENT_BASE_DIR>/agent_inst/bin/omcli add_entity agent FILENAME
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NEW QUESTION 30

In your organization, security operations complains about the shortage of resources to handle the number of alerts generated from

thesecurity products deployed.

You want to automate the process of handling and remediating the alerts and also want to add contextual awareness to adapt to the

threats in real time.

Which would provide the required solution?

*  Oracle Integration Cloud Service

*  Oracle Identity Security Operations Center (SOC)

*  Oracle Configuration and Compliance Cloud Service

*  Oracle Log Analytics Cloud Service

NEW QUESTION 31

Which top-level menu option would you go to in order to add an Oracle CASB Cloud Service user?

*  Jobs

*  Configuration, User Exclusion List

*  Users

*  Configuration, Admin Management

NEW QUESTION 32

Which two features does Oracle CASB Cloud Service support? (Choose two.)

*  automatically resolves suspicious events that occur

*  security controls for custom applications running on AWS

*  prevents unauthorized access to cloud application files

*  security controls for Oracle ERP Cloud Service

NEW QUESTION 33

Which two features describe the monitoring capabilities of Oracle Security Monitoring and Analytics (SMA) Cloud Service?

(Choose two.)

*  Monitor application performance comprehensively

*  Detect security threats

*  Proactively monitor, alert, and notify across all infrastructure tiers

*  Dashboard for infrastructure-related metrics like CPU utilization

NEW QUESTION 34

In your organization you want to do the security validation of development environments in the cloud.

Which two can be used along with Configuration and Compliance Cloud Service? (Choose two.)

*  Use the Secure Technical Implementation Guides (STIGs) industry-standard benchmarks.

*  Use out-of-the-box, REST-based rules to check for the restriction of cloud provider&#8217;s administrative port address to

corporate IP addresses.

*  Use the rules to check that auditing is turned on in the cloud.

*  Use custom in-house rules along with Security Content Automation Protocol (SCAP) assessments
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NEW QUESTION 35

How can you synchronize users and groups between Microsoft Active Directory and Oracle Identity Cloud Service?

*  Use the import utility

*  Configure the Bridge

*  Configure Delegated Authentication

*  Use a flat file

NEW QUESTION 36

Which do you configure if you need to supplement the risk events that are automatically created in the Oracle CASB Cloud Service?

*  Configure Notifications

*  Configure Incidents

*  Configure Custom Risk Events

*  ConfigureCustom Policy

NEW QUESTION 37

Which three security services are provided in the Identity SOC framework? (Choose three.)

*  Oracle Application Performance Monitoring Cloud Service

*  Oracle Orchestration Cloud Service

*  Oracle Configuration and Compliance Cloud Service

*  Oracle Log Analytics Cloud Service

*  Oracle CASB Cloud Service
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